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Abstract

The Logcollect sensor for Windows deployment procedures is described in detail in this document. The Logcollect
sensor for Windows can be deployed using GUI or Command Line or through GPO. The purpose of this document
is to provide step by step instructions to deploy the sensor using distinct methods.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product Ul.

Scope

The configuration details in this guide are consistent with Logcollect 9.4 or later.

Audience

Users and system administrators, who want to deploy the Logcollect sensor for Windows.
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1 Overview

The Logcollect sensor for Windows is the front-line telemetry collection component on the Logcollect
platform which provides detailed visibility of the endpoint. The sensor collects and normalizes logs, monitors
your endpoint, and collects information about your assets and IT environment.

The Logcollect sensor delivers the following essential capabilities:
= Log collection.
= High-degree monitoring of application log files, TCP/UDP network activities, and USB devices.
= Observes network traffic non-intrusively to identify hosts.
= Software install/uninstall.
=  Finds services start/stop.
= Sends events with guaranteed delivery via TCP mode.
=  Monitor files and registry changes on the system.
= Monitor/ terminate suspicious activity.
= Providesimmediate visibility into the attacks against your systems.

= Syslog relay.
2 Software Requirement

Windows Server 2022, 2019, 2016, 2012 R2
Windows 11,10

Microsoft .NET Framework 3.5 and above

Note:

Versions other than those listed above are not supported.
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3 Resource Requirement

Resource Utilization

Minimum Configuration . . .
(in a typical environment)

CPU
CORE RAM DISK MEMORY
AVG MAX

4 8 GB 200 MB 1-2% 10 % 50 MB

4 Deploying the Logcollect Sensor through GUI Mode

1. Download the installation file from the link delivered via email.
2. Save the installation file to a location on the Windows device on which the installation is to be done.

3. Right-click the downloaded file and click Run as administrator. Click Yes to continue.

L\
7‘ LogcollectSensor.exe

Verified publisher: PRISM MICROSYSTEMS, INC
File origin: Hard drive on this computer

Show more details
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4. Inthe Welcome to the installation of Logcollect Sensor window, click Next >.

"8 Logcollect Sensor 9.4 X

A

doccoliset

COLLECT ONCE, ANALYZE EVERYWHERE

Welcome to the InstallShield Wizard for
Logcollect Sensor

The InstallShield(R) Wizard will install Logcollect Sensor
on your computer. To continue, dick Next.

Cancel

5. Inthe Ready to install the program window, click Install to initiate the installation.

A Logcollect Sensor 9.4

Ready topsﬁ’!( , Jl"al,!!»"""w_.‘r__ 4y
Wisrﬁ;;m&/ Qwoceoicr

/ COUECT ONCE ANALYZE EVERYWHERE

Click Install to begin the installation.
To review or change settings, dick Back. Cancel exits the wizard.

InstallShield

< Back Install Cancel
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The following image represents the installation progress of the Logcollect sensor.

M Logcollect Sensor 9.4 ==
A

)
e’ﬁg’instaued. QLOGCOL LECT

COUECT ONCE ANALYZE EVERYWHERE

Please wait while the InstallShield Wizard installs Logcollect Sensor. This may
take several minutes.

Status:

InstallShield

< Back Next >

6. Click Finish to complete the Logcollect sensor installation process.

'-J Logcollect Sensor 9.4 X

AN

doceoriset

COLLECT ONCE, ANALYZE EVERYWHERE

InstallShield Wizard Completed
Setup has finished installing Logcollect Sensor,

The InstaliShield Wizard has successfully installed
ect Sensor. Click Finish to exit the wizard.
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Once the installation is complete, the Server Connectivity window displays the connection established
status information.

7. Click Close if it displays a successful connection.

Note:

If it displays connection issues, contact the Logcollect support team.

'q Server Connectivity Status X

Manager Name/IP Address: I

Manager Port: 14515

License Server Name /1P Address: [

Ucense Port: I 14503

Status:

Successfilly establshed connection to Server | on ports 14515, 14503, and 14506,

5 Deploying the Logcollect Sensor through Command Line (in
Silent Mode)

5.1 Installing Using Sensor.exe

Download the installation file (Sensor.exe) from the link given in the email.
Save the installation (.exe) file to a location on the Windows device on which you want to install.

Run the Command Prompt in the Admin mode.

P W N R

Type inthe command <cd> <installation file location>

Command syntax <cd> <installation file location>

In the above command, change the directory to the file path where the installation (.exe) file is located.
5. Press Enter to go to the next line and press Tab to retrieve the .exe file.
6. PressSpace and type in /qn and press Enter to run the installation in Silent mode.

In the following example, the installation (.exe) file is located in C drive. The location may differ on your
machine, depending on the installation (.exe) file location.

© Copyright Logcollect. All Rights Reserved. 8
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\Documents\Sensor

s\Sensor> Sensor-BANGALORE-14505-0194-1685702422 . exe /qn

Command syntax <executable file name.exe> /gn

5.2 Installing Using Sensorlnstaller.exe

1. Download the installation (Sensor.exe) file from the link shared via email.

2. Save the installation (.exe) file to a location on the Windows device on which the package will be
installed.

3. Gotothe saved location and extract the installation (.exe) file.
Name - Date modified Type
. Agent.ini )3/11/2025 6:23 PM Configuration settings
B Data Encryption.dll 025 11:03 PM Application extension 85 KB
B Etsins.dl 10/2025 11:09 PM Application extension 406 KB
B evttrkList.dil 17/10/2025 11:15 PM Application extension 52 KB
'y LogcollectSensor.msi 03/11/2025 6:22 PM Windows Installer Pa... 50,714 KB
B ReadMeixt 31/10/2025 5:09 PM Text Document 1KB

£ Sensorinstaller.exe 31/10/2025 4:28 PM Application 219 KB

4. Runthe Command Promptin Admin mode.

5. Typeinthe command <cd> <extracted file location>
Command Syntax <cd> <extracted file location>

In the above command, change the directory to the file path where the installation (.exe) file is located.

6. Press Enter to go to the next line and press Tab to retrieve the Sensorlnstaller.exe file.

7. Press Space and type in the following command as mentioned in the example below, and then press
Enter to run the installation in Silent mode.

SensorInstaller.exe CUSTOMCONFIG=4 EA=1 CA=1 EM=ETO00.LOGCOLLECT.COM
EP=14221 MINiGUI=l IR=1 LS=ET00.LOGCOLLECT.COM LP=14503 CM=LOCALHOST
SUFFIX=BK-PPPP-NS1 ISisUFFIX=2

PKG UID=c2d0bce2scvb22624b2cb69f6dc9b8de328376ecc8 /gn

rram Files\Sensor\Sensor-NETSURION-14505-019¢

CUSTOMCONFIG=1 EA=1 CA=1 EM= ET00.LOGCOLLECT.COM 4221 ‘ II=1 IR=1 LS=ET00

LOGCOLLECT.COM LP=14503 ( ALHOST SUFFIX=BK-P IS1 IS_SUFFIX=2 PKG_UID=c2d@bc
e2scvb22624b2cb69f6dc9b8d 8376ecc8 /qn
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Arguments used for Command Line Installation

The Agent.ini contains the following sensor configurations and the same details needs to be provided in
the command line.

Argument Description
CUSTOMCONFIG 0 - Default
EM Enterprise Manager Name
EP Enterprise Port Number
CM Change Audit Manager Name
LS License Server Name
Lp License Server Port
EA 1 - Default
CA 1 - Default
PIP Public IP
PKG UID Package UID
IS _SUFFIX 1 - Default
SUFFIX Suffix string present as “Location ID” in the ReadMe.txt

6 Deploying the Logcollect Sensor via Group Policy Organization
(GPO)

1. Download the installation file from the link shared via email.

2. Create the installation batch file.

Note:

Refer to the Creating an Installation Batch File section to deploy the sensor.

Refer to Creating an Installation Batch file for the Customer with existing etaconfig.ini section to
deploy the sensor with existing etaconfig.ini file.

3. Save theinstallation batch file to the Startup Script folder.

4. Save the batch file and the .exe file in a location that is accessible to all Windows devices used by the
organisation.

5. Log in to the Domain Controller (DC) and start the Microsoft Group Policy Management Console
(GPMC).

6. Inthe GPMC tree, right-click the Organization Unit (OU) in which the D-Client must be deployed.

© Copyright Logcollect. All Rights Reserved. 10
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7. Click Create a GPO in this domain and click Link it here to create a new GPO.

The window for creating a New GPO appears.

Mew GPO 4

MName:
|D-Client GPO

Source Starter GPO:
{none) -

Cancel

8. Type the name of the new GPO and click OK. The new GPO is now added to the list of Linked Group
Policy Objects.

9. Right-click on the new GPO and click Edit.

& Group Policy Management = ] X
& File Action View Window Help
e 2@ Xc HmE

&, Group Policy Management D-Client GPO
v ﬂ Forest: SecIntelDC.local
v [ Domains

Scope Details Settings Delegation

v 3 SecintelDC.local Domain: SecintelDClocal
=/ D-Client GPO y y y )
=] Default Edit... wner: Domain Admins (SECINTELDC\Domain Admins)
mi new_Aur Enforced reated: 9/25/2020 11:39:52 AM
» 5| Defende .
> il Domain|M, FECENBEC lodied: 9/25/2020 11:39:53 AM
3 Save Report...
> roup P ser version: 0(AD). 0 (SYSVOL)
> 3 WMI Filt View 5
3] Starter G s
& Sitesm areer New Windovefrom Elere omputer version: 0(AD). 0(SYSVOL)
; ;‘,;, Group Policy M Delete nique 1D: {96A23D7A-5D52-4580-8944-985A07C3FDCC}
) Group Policy Re (e PO Status: R -
Refresh
omment:
Help

Open the GPO editor

10. Inthe GPMC tree, under Computer Configuration, expand Policies and expand Windows Settings.

11. Then, under Windows Settings, click Scripts (Startup/Shutdown) and double-click Startup (located in
the right panel).

© Copyright Logcollect. All Rights Reserved. 11
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=l Group Policy Management Editor

File Action View Help

e | rEE=H

=] D-Client GPO [WIN-53TCIFG3QBT.SECINTELD =, Scripts (Startup/Shutdown)

v
i P J Startup

w || Policies
> [] Software Settings

Display Properties

~ ]| Windows Settings
» [ ] Name Resolution Policy Description:
| ) Seripts (Startup/Shutdown) Contains computer startup scripts.

» = Deployed Printers
> i Security Settings
> i Policy-based QoS
» [ Administrative Templates: Policy d
5 [ | Preferences
~ R, User Configuration
5 ] Policies
5 || Preferences

< > | Extended { Standard /

The Startup Properties dialog box opens.

Startup Properties ? >
Scripts  PowerShell Scripts
% Startup Scripts for D-Client GPO
MName Farameters
Up
Down
Edit ...
Remove
To view the script files stored in this Group Policy Object, press
the button below.
Show Files...
QK Cancel Apphy

12. Click Add and the window for adding a script appears.

© Copyright Logcollect. All Rights Reserved. 12
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Add a Script

Script Name:

|| | Browse. ..

Script Parameters:

oK Cancel

13. Click Browse and select the installation batch file, and then click OK to add the script.

Script Name:
|Insta||er.bat | Browse. ..
Script Parameters:

QK Cancel

14. Then, click OK and exit the Microsoft Group Policy Management console. The Logcollect sensor will
be deployed on each device whenever the device restarts.

Perform the following steps, if you want to install the Logcollect sensor immediately on an endpoint.

a. Inthe Command Prompt window, execute the command gpupdate /force to update the
policy.
The following message appears indicating that the policy is updated successfully.
o Adminestrator: CAWindows\system32\cmdexe - gpupdate force = o u
b.

Type Y to restart the device and complete the Logcollect sensor deployment on this device.

6.1 Creating an Installation Batch File

Prior to deploying the Logcollect sensor package with GPO, an installation batch file must be created.

© Copyright Logcollect. All Rights Reserved. 13
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Note:
The batch file can be created with a text editor, such as Notepad.

The following steps describe the procedure to create the installation batch file.
1. Download the Logcollect sensor Windows EXE installation file.

2. Save the installation file to a location where all the Windows devices have access.

3. Open the text editor and type the following command in the first line of the file.

Command Syntax
<exe path><installation file> /qgn

Command Description

Parameter Description

Path for the appropriate installation file, where all the Windows

<exe path> .
devices have access

<installation file> File name of the Logcollect sensor package

4. Save the file with the name installer.bat.

The following is an example:

e EXE path - \\PNPLVISTASERVER\Test\
e Installation file - LogcollectSensor. exe

E Installer.bat

File Edit View

\\PNPLVISTASERVER\Test\LogcollectSensor.exe /qd

5. Copy the batch file to the same location where the installation file was saved (the location where the
Windows deployment tools have access).

Note:
Refer to Deploying the Logcollect Sensor via Group Policy Organization (GPO) section to deploy the

sensor via GPO.
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6.2 Creating an Installation Batch file for the Customer with Existing
etaconfig.ini
1. Inthis case, first, place the existing etaconfig.ini in the extracted MSI package path.

2. Openthe Agent.ini file and provide the parameter Agentini=0.

’ Agent.ini 03/11/2025 6:23 PM Configuration settings 3 KB

B Data Encryption.dll
B Etsinsdil
B Evttrktistdll

B | CSensorlnstall.bat

@ LogcollectSensor.msi

B ReadMe.txt

-
¥° Sensorlnstaller.exe

17/10/2025 11:03 PM
17/10/2025 11:09 PM
17/10/2025 11:15 PM
05/11/2025 7:41 PM
03/11/2025 6:22 PM
31/10/2025 5:09 PM

31/10/2025 4:28 PM

Application extension
Application extension
Application extension

Windows Batch File

Windows Installer Pa...

Text Document

Application

85 KB

406 KB

0 KB

50,714 KB

1KB

219 KB

3. Open the LCSensorinstall.bat file and modify as shown in the below example.
4. When the user is using the customized etaconfig.ini file, they should not provide any parameters in

the LCSensorinstall.bat file, except the below command.

Command Syntax

msiexec /i "%$~dpOLogcollectSensor.msi" /gqn EA=1 CA=0 CUSTOMCONFIG=4
PKG UID=5947c59027£789%91eaac2f90£df8659195340122.

Note:
The PKG_UID is available in readme.txt file.

5. After providing the command in the batch file, save the file.

Note:

Refer to Deploying the Logcollect Sensor via Group Policy Organization (GPO) section to deploy the
sensor via GPO.

7 Uninstalling the Logcollect Sensor through GPO (in Batch file)

1. Getthe un-installation batch file from the following LCSensorUninstall.zip link to uninstall the sensor.

2. Download and save the LCSensorUninstall.zip and then extract it.
3. Copy the batch file and paste it in the extracted Sensor package path.

For the Logcollect sensor 9.4

© Copyright Logcollect. All Rights Reserved. 15


https://sensor.logcollect.com/UninstallScript/LCSensorUninstall.zip

’ Agent.ini

B Data Encryption.dll
B Etsins.dll

B evttrklistdll

BA LCSensorUninstall.bat

03/11/2025 6:23 PM

17/10/2025 11:03 PM
17/10/2025 11:09 PM
17/10/2025 11:15 PM

)23 5:04 PM

Configuration settings
Application extension
Application extension
Application extension

Windows Batch File

COLLECT

3 KB

85 KB

406 KB

52 KB

3 KB

@ LogcollectSensor.msi 03/11/202 Windows Installer Pa... 50,714 KB

. ReadMe.txt 31/10/2025 5:09 PM Text Document 1 KB

£* Sensorlnstaller.exe 31/10/2025 4:28 PM Application 219 KB

4. The next step to uninstall the Logcollect Sensor through GPO mode is to remove the installation
configuration in the Group Policy Management wizard.

Note:

If you want to re-install the Logcollect Sensor, you will have to remove the un-installation
configuration in the Group Policy Management wizard.

Group Policy Management =12 .
& Fle Action View Window Help -le
- 8 & @m
2 Group Policy Management Agentis!_GPO

4 £\ Forest: pcloud2008.com Soovs [oa [ Samrae |0

Lirks
Displary beiecs i thas location

4 [ Domains
4 §3 peloud2008.com
s Default Domain Policy
+4 GPIT-PSADMINISTRATION
b ApplockReview

Dcioud 2008 com -
The folowng stes, domans, and OUs e irked 10 ths GPO

Locaton = Erforced Lk Enabied Paeh

& Test_MSI Yes Yea pcioud2008 com/Test_MSI

August

¢ &) Domain Controllers
v &) ET Server
b @l EventTracker Server
b R gpe

i) Groupelcy
» & ITComputers

il MsiAgentOUS3

¥ | Secunty Fltenng
The settings in tha GPO can only 2ol 10 e folowng groups, usen. and compxtens

Name =

b &) ServiceAccounts B Atherecated Usen
4) TEsT
4 Test 5313

4] testcloudagent

b A testclowdCA
41 Testing Users
Group Policy Objects Add Remove
v VM Fiters
b (3 Starter GPOs Wiii Rhedro
This GPO i Inked to the folowng WM fiter

v [ Stes
Y Geoup Policy Modeling one v
Grouo Pobicv Results

5. Right-click the AgentMSI_GPO and uncheck the Enforced and Link Enabled options.
6. Right-click the AgentMSI_GPO and delete it.
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b &l gpo _
b & Groupolicy Edit...
b &l ITComputers Enforced
b @] MsiAgentOUS3 Link Enabled
b (& msiKT Save Report..,
b &) NewAgentMSITe ; .
b &) Pavan Test View ’
b &) PNPL Users New Window from Here
b & SensorDeployme Delete
b &l ServiceAccounts
b @ TEST Rename
b &) Test 5313 Refresh
4 3] Test MSI Help
./ AgentMSI_GPi,

7. Inthe Group Policy Management pane, expand Domains node, and then expand the domain system
node.

8. Right click Group Policy Objects, and then click New.

B Group Policy Management

& Flo  Action View Window Heb
= 7[m|c|@m

2 G"\«: Policy Mmooem::d Domains
= 4\ Forest: prismrest!,
5 @ Domais Contents |
SF- -] p'tﬁmtoﬂl.bcd Doman =
o Defouk m"’:“/ 53 prisetest] local
& &
.

|

9. Enter a name for this new GPO (for example, UninstallSensor) and then click OK.

New GPO -

Name:
| Uninstall Sensor] |

Source Starter GPO:
[ {none) v |
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10. Click the name of the newly created GPO. In this case, it is UninstallSensor.

COLLECT

b & TesT

b Test3313

4 & Test MS|

b A Test MSIH

b @) testcloudagent

b A& testcloudCA

b 4 Testing Users

4 ) Group Policy Objects
| 20012
[ 2003 web server
[ AgentMSI GPO
J Applack policy

| Default Domain Pobicy

| Domain Controllers

J Full Auding

| GPIT-Changeadminipwd

J GPIT-PSADMINISTRATION
GPIT-ROPALLOW

J e

J e

J KT

J New Group Policy Object

| testcloudCA

| UninstaliSensor

| Win?

J wind? 1

J WS2012-Domain

| WS2012-Web:Server
b Lip WM Filters
b L3 Starter GPOs

J Default Domain Controllers Policy

| WS emote Desktop services

* |UninstaliSensor

Links
Crepliry bokn i this location

Location 4

| Scope | Detals | Setings | Detegaton | Sae

pcioyc2008 com

The folowing sees, comans. and Olls s Irkad 1o the GPO

Enforced unk Enablec Pat

Socunty Filtenng

Name
M, Asthorticated Users

Add [[ Pemove

The settings 1 thie GPO can ony acoly 1o the following grouos. ueers. and computes

WMl Fitenng

This GPO s ke 10 e follavrg W1 fter

11. Right click on the created object and click Edit.

p &l Testing Users
4 [ Group Policy
5] 20012
I=[ 2003 web
=] AgentMS|
(=[ Applock g
=/ Default D¢
=/ Default D¢
.=/ Domain C
=/ Full Audit
5] GPIT-Cha
-/ GPIT-PSA
- GPIT-RDP,
2 IE10

2 1E8
= KT
=/ New Grou
1| testcloud

Edit...

.=/ UninstallS

ensor|

GPO Status
Back Up...

Restore from Backup...
Import Settings...

Save Report...

View

New Window from Here

Copy
Delete

Rename
Refresh

Help
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12. In the next window, select Preferences under Computer Configuration. Then, choose Control Panel
Settings > Scheduled Tasks.

File  Action View Help
e 2m 0 waes B QA0 ¢
" UninstallSensor [PCLOUD2012A .
el 1 Control Panel Settings
4 | Preferences
b ] Windows Settings
4 () Control Panel Sett

?g:::uun (¥ Foider Options

Y Folder Options Qloul Users and Groups

Q Local Users and €

(& Network Options

M Power Options

v
(@) Scheduled Tasks Q Services

@ Services

4 i User Configuration

b
b

| Policies
| Preferences

Descripbon 2

Scheduled Tasks policy allows
an administrator to configure

the Windows task scheduler
service.

> |\ Preferences A Etended )\ Standard /

13. Inthe Scheduled Task screen, Right Click > New > Immediate Task (At Least Windows 7).

Scheduled Tasks

Order Action Enabled Run

Processing
There are no items to show in this view.

New Scheduled Task
All Tasks Immediate Task (Windows XP)
Refresh Scheduled Task (At least Windows 7)

Immediate Task (At least Windows 7)

View

Description
Arrange lcons

No policies selected Line up Icons

Help
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14. Enter the name and click the Change User or Group. Search for Systems and click OK.

New Task (At least Windows 7) Properties

General | actons | Conditons | Setings | Common |

D Action; Crants

Nome: [ Deploy
Author PRELVISTA\-mythil
Descripton ’

Security opbons

Vhen runnng the task, use the followng user account:

# Rum only when user s logged or
Run whether user & logged on or not
o1 store password, The task vl oty have sccess to local resour ces

[1Run with Wghest privieges

| Hidden Configure fori | Windows Vista™ or Windows Server ™ 2008

o ] [Ccmed ][ ooy ][]

15. Select the check boxes shown below.

Select the cbject he
User or B an secirty pancips

PNPLVISTA TEST

Enter the otiect name 1o seect (oaarwisa)

SYSTEM

[“Advanced |

Seaurity options
When running the task, use the following user account:
NT AUTHORITY \System Change User or Group....
7) Run only when user s logged on
| ®) Run whether user s logged on or not I
v Do not store password. The task will ony have access &
I [V Run with highest priviieges ]
(] Hdden Configure for: | Windows® 7, Windows Server™ 2008R2
Aoy ||
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16. In the Actions tab, click New and browse the network shared path where the Sensor package is
available.

New Task (AR least Windows 7) Properties 3|

| Genmral | Attt | Eondions | Settings. | Common |

When you ceate o task, |5

1
Acsen | You must specfy what sction this task wil perform.

Azen: (start @ progran vl |

Settngs |
Programiiresi
1172301 &¥ensi_T\WgernM St O1ETSenscrUtsd| | promae, |

AL i pmeritilopbonal):

S in(opbonal):

{
1
[ o || cwes | =
17. In the Conditions tab, select the checkbox, shown in the figure below:
Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run if any condition specified here is not true.
Idie
[“]start the task only if the computer is idle for: 5 minutes
1 hour
Stop if the computer ceases to be idle
Restart if the idle state resumes
Power
[ Start the task only if the computer is on AC power
Stop if the computer switches to battery power
[ wake the computer to run this task
Network
(] Start only if the following network connection is available:
[Any connection VJ
[ o J[ concel |[ v ][ rep |

|}

18. Click Apply and click OK.
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19. Again, select the newly created GPO and right click > Edit. Go to Computer Configuration > Policies >
Systems and then select Group Policy.

b @ TEST

b d) Test 5313
4 (&) Test MSI
b @l Test_MSI

b (4] testcloudagent
b ] testcioudCA
v
.

File Action View Help
e nim 4 Bl v
5] _UninstaliSensor [PCLOUD20Y

B Yoo (ntes s P Computw: Configurstion
- "
 dup Py Ojc S o Pty
(4] 2003 web server T T Safiwars Settings
4/ AgentMsi GPO b8 Windows Settings
J Applock poticy “ Administrative Temy!
. Oefault Domain Controtiers Pol § Control Porved
|/ Default Domain Policy 1 Network
J/ Domain Controliers d) Printers
J Full Auding ) Soryee
J GPIT-Changesdminipwd | Start Menu and T
</ GPIT-PSADMINISTRATION ~
GPIT-ROPALLOW | Windows Compd
2 10 All Settings
o7 18 b ] Prelerences
e 4, User Configuration
, New luanhcy Object : - ::;::‘n:n
5 Win?
& wind? 1
3 WS2012-Domain
4/ WS2012-Member Server
] WS2012-Remote Desitop serviq R
13 WS2012-Web-Server < wm | > |\ Extended { Standard /
b VM Filters 16 setting(s)
13 a Starter GPOs ?

T ]

Settng
Access Denved Assatance
Audit Process Crestion
_ Credentals Detegation
Device installaton L
2 Disk NV Cache
Dvk Quotas
. Dwtributed COM
Driver instaliation

Larly Launch Artimabware
File Classdication Infrastructure
File Share Shadow Copy Previder
_ Filesystem
| Foldes Redwecton
T

Internet Communication Management

) Access-Denied Ass
| Audit Process Crea
| Credentials Delega
b ] Device Installation
] Disk NV Cache
1 Disk Quotas
2 Distributed COM
1| Driver Installation

Specity startup policy processing
wait time
Edit policy setting

Requirements:
At least Windows Vista

Description:

1 Early Launch Antin This policy setting specifies how
] File Classification It 2 | jong Group Policy should wait for
1 File Share Shad etwork availability notifications
during startup policy processing.
If the startup policy processing is

| Locale Services

- Logon
p -] Netlogon
p ) Power Managemer
| Recovery >

synchronous, the computer is
blocked until the network is
available or the default wait time
is reached. If the startup policy
processing is asynchronous, the
computer is not blocked and
policy processing will occur in the
background. In either case,
configuring this policy setting
overrides any system-computed
wait imes,

If vou enable this oolicv settina

Setting

1= Turn off background refresh of Group Policy

_ Turn off Local Group Policy Objects processing
Remove users' ability to invoke machine policy refresh
Configure Group Policy Caching

~ Enable Group Policy Caching for Servers

o

- Configure Group Policy slow link detection
Set Group Policy refresh interval for computers
- Set Group Policy refresh interval for domain controllers
. Configure Logon Script Delay
_ Always use local ADM files for Group Policy Object Editor
_ Turn off Resultant Set of Policy logging
Enable AD/DFS domain controller synchronization during p...
- Configure Direct Access connections as a fast network conn...

I

o

. Change Group Policy processing to run asynchronously wh...
_ Configure user Group Policy loopback processing mode

. Allow asynchronous user Group Policy processing when log...

- Configure Applications preference extension policy processi...
Configure Data Sources preference extension policy processi...
Confiaure Dm;ﬂ nreference HT"“IM nolicy nencessinn

i

T
1

A

>

v

.\Extmded,(T—‘ ‘/
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21. Double click the policy and select the enabled radio button and provide the wait time, for example, 10
seconds.

i m Specify startup policy processing wait time Previous Setting ] l Next Setting

O Not Configured ~ Comment: A

Supported on: [ At east Windows Vista A

Options: Help:

ermount of time to wait (in seconds): This policy setting specifies how long Group Policy should wait | ~
- for network availability notifications during startup policy

1o| 2 processing. If the startup policy processing is synchronous, the
computer is blocked until the network is available or the default
wait time is reached. If the startup policy processing is
asynchronous, the computer is not blocked and policy
processing will occur in the background. In either case,
configuring this policy setting overrides any system-computed
wait times,

If you enable this policy setting, Group Policy will use this
dmini ly configured maximum wait time and override
any default or system-computed wait time.

If you disable or do not configure this policy setting, Group
Policy will use the default wait time of 30 seconds on computers
running Windows Vista operating system.

[ ok |[ conce |[ appy |

22. Click Apply and then OK.
23. Once itis done, select the created OU for example, Test_MSI and link it to the configured GPO.

p &) ApplockReview ~ | Test MSI
b &) August Linked Group Policy Objects WMWIW
b &l Domain Controllers e -
b &l ET Server Lo GPO ———OT Uk Ensbied GO Stats W Faer
b &) EventTracker Server 1§ ‘wm E
p & gpo I
p 21 Groupohcy Look in this domain:
p &l [TComputers v pcloud2008. com v
b & MsiAgentOUB3 -4
p &l msiKT Group Policy objects:
b 2l NewAgentMSITest =
b &) Pavan Test ‘T
p &) PNPL Users New Group Policy Object
3 - Sen?orDeploymenl = (aniasica
b I Srdeatesoucts
b & TEST Win7
b & Test5313 wnd? 1
45 Test* WS2012-Doman
> & h“j Create a GPO in this domain, and Link it here... WS2012 P ™
b tesyy Link an Existing GPO... WS2012Remote Desktop services
b 2 testd Block Inheritance WS52012-Web-Server
b & Tesy Group Policy Update...
4} Grog
11 Group Policy Modeling Wizard...
) 4 New Organizational Unit oK Cancel
A : View ’
5 { New Window from Here
V| Delete
A : Rename
7 ( Refresh
J 4 Properties
5 : Help
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24. Once itis added, right click, and select Enforced.

Test_MSI
Linked Group Policy Objects | Group Policy Inhertance | Delegation |
Link Drder GPO Enforced Link Enabled GPO Status WMI Fitter Modfied Domain

9/14/2018 3:1...  pcloud2008....

Edit

[V] Link Enabled
Save Report...
Delete

Rename
Refresh

25. Now the user can go to the agent machine and update the Group policy by using the command in
command prompt. gpupdate /force

B Administrator: C:A\Windows\System32\cmd.exe - gpupdate /force

Microsoft Windows [VUersion 6.1.76011]
Copyright {(c)> 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>gpupdate /force
Updating Policy...

26. After the policy is successfully applied in the agent machine, the Logcollect sensor gets uninstalled.

8 Uninstalling the Logcollect Sensor through Command Line

8.1  Uninstalling Using Sensor.exe
1. Runthe Command Prompt in the Admin mode.

2. Typeinthe <cd> <installation file location>
Command syntax: <cd> <installation file location>.

In the above command, change the directory to the file path where the installation (.exe) file is located.

3. Press Enter to go to the next line and press Tab to retrieve the .exe file.
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4. PressSpace and type in LCSENSOR=1 UNINSTALL=1 and press Enter.

In the following example installation (.exe) file is located in C drive, it may be different on your computer
depending on the installation (.exe) file location.

e+ Select Administrator: Command Prompt

D:\LogcollectSensor>LogcollectSensor.exe LCSENSOR=1 UNINSTALL=1

It starts uninstalling the Logcollect sensor in the background.

Command Syntax: <executable file name.exe> LCSENSOR=1 UNINSTALL=1

8.2  Uninstalling Using Sensorlnstaller.exe

1. Extract the installation (.exe) file.
2. Openthe Command Prompt in the Admin mode.
3. Type inthe <cd> <extracted file location>

Command Syntax:

<cd> <extracted file location>

In the above command, change the directory to the file path where the extracted (.exe file) is located.

4. Press Enter to go to the next line and press Tab to retrieve the Sensorlnstaller.exe file.

5. PressSpace and type in the command as mentioned in the example below

Command Syntax:

SensorInstaller.exe CUSTOMCONFIG=1 EA=1 CA=0 EM=ET00.LOGCOLLECT.COM
EP=14515 MIN_GUI=1 IR=1 LS=ET00.LOGCOLLECT.COM LP=14503 CM=LOCALHOST
SUFFIX=BK-PPPP-NS1 IS_SUFFIX=2

PKG _UID=6e70b8611db393e7184£518e27bb130985271a312 LCSENSOR=1 UNINSTALL=1

D:\LogcollectSensor>SensorInstaller.exe CUSTOMCONFIG=1 EA=1 CA=6 EM=ET©©.LOGCOLLECT.COM
EP=14515 MIN_GUI=1 IR=1 LS=ET@©.LOGCOLLECT.COM LP=14563 CM=LOCALHOST SUFFIX=BK-PPPP-NS1

IS_SUFFIX=2 PKG_UID=6e7b8611db393e71841518e27bb130985271a312 LCSENSOR=1 UNINSTALL=1

It starts uninstalling the Logcollect sensor in the background.
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About Logcollect

Logcollect is a software-only telemetry pipeline which supports the collection, enrichment, transformation and
routing of security data from sources to multiple destinations. It is targeted to security operations that are
struggling with distributing large volumes of disparate data, high operational costs, alert fatigue and missed
threats. It is available as a software license or hosted in AWS. It is backed by a team that has extensive experience
with security logging, SIEM and regulatory compliance. Collect once, analyze everywhere.

Headquartered in Ft. Lauderdale, FL, Logcollect is a leader in Log Collection. Learn more at www.Logcollect.com.

Contact Us

Corporate Headquarters

Prism Microsystems
920 NE 17th Way
Fort Lauderdale, FL 33304

https://www.Logcollect.com/support
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