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Abstract

This document provides instructions to enable the Removable Media Monitoring feature in Logcollect. It also
explains the procedure for monitoring the activities of various removable media.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product UI.

Scope

The Configuration details in this guide are consistent with Logcollect 9.x.

Audience

This guide is for the administrators responsible for monitoring and managing events in Logcollect.
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1 Overview

The USB and removable media are a vital part of any enterprise for data transfer. They have many forms such
as flash memory drives, cell phones, cameras, and PDAs that can serve as storage devices. These portable
devices are convenient for the transfer and storage of large data with or without network access. However,
with these advantages, it has some security vulnerabilities. In the modern-day enterprise, USB data transfer is
the simplest way of data theft. The chances of data leakage, creation of duplicate documents illegal data
transfer, etc have also increased.

As an SIEM solution, Logcollect not only can monitor the USB or removable media device communications, but
italso canidentify the trusted USB and other devices. You can define the unique identifier number of the USB, so
that the device will not be disabled upon insertion, and can access the information from the system.

2 Logcollect Monitoring Features

2.1 Reports Insertion/Removal of the Removable Devices
Logcollect will log every activity of the USB or other removable media devices like plug-in, plug-out, data

transfer, etc. A complete audit trail that consists of the user, device type, serial number, time, and all the file
activities is captured and sent as an event to the Logcollect Web console for processing.

2.2 Prevents Unauthorized Access and Reports the Intrusion in Real-time
Every time a USB is inserted, the Logcollect agent looks at the USB exception list, and if there is no violation of
policy, it permits access to the device, while logging the insert activity. If a violation of policy is detected, access
will be restricted, and the violation will be immediately sent to the Logcollect Web console. At this point, if

access is permitted, Logcollect also begins to monitor all the activities of the device, and every file written to or
deleted from the device will be recorded.

2.3 Restricts Access

Logcollect can restrict access to all the USB devices on a system and can exempt the specified USB devices from
monitoring which are added to the USB Exception list.

2.4 Protects the System from Malware

Logcollect can disable the USB or other removable media device upon insertion and thus safeguards the
network from viruses and Trojans.

2.5 Logging USB Device Communication

For security and compliance purposes, Logcollect logs the USB communication in detail as incidents.

© Copyright Logcollect. All Rights Reserved. 4
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Event Properties

Ewvent |
Date: 1A1/20011 Source: EwventTracker +
Time: 5:40:01 PM  Category: Disk
Type: Information  Ewvent |D: 3243
Uszer TOOMS zonal
Computer: MCLOON
Description:
Detected new dive <F:> A
“olume Label: PNPL4
“olume Serial No: 2186692866
Wolume [D: W PWolurme!116f4852-fa5d-11e-ab24-
0016691 7ec iy
Type: Removable
File System: FAT
Device ID: USEYWID_DSEFEPID_B387<BG7IFLS
Metwork Yolume: Mo =
Dezcription: Change affects phyzical device or dive. b
Butes () Words
oK ] [ Cancel Apply

2.6 Alert Notification

In Logcollect, users can configure alerts to receive notifications upon the activities related to removable media.
Example: Logcollect: USB device disabled, Media Insert alert, etc.

Tools ~ . Logcollect Admin ~

‘GOLLEGT GNGE. ANALYZE EVERYWHERE

= Alerts A / Admin / Alerts / Wizard
Q X .
Conflguratlon Back Event Filter ~ Custom  Systems  Actions  Next
B
Alert name Threat level Threshold level
Logcollect: USB device disabled Serious v Medium v
Applies to Version Alert category Priority
Logcollect 94 and later 1.0 Undefined v Undefined v
Log Type Event Type Category Event Id Source User Match in Description Description Exception
0 3242 EventTracker

2.7 Configures Media Insertion Report

Logcollect has a provision to configure the reports to analyze the removable media device activities. These
reports help identify unauthorized access to the systems. To configure the USB device report, open Logcollect
> Operations > Reports. In the Report Tree, click the USB Device Report node.

© Copyright Logcollect. All Rights Reserved. 5
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Reports Wizard - Selection

Select Category/Reports to Configure

Report Type: O OnDemand (O Queued @ Scheduled (O Defined

Security Operations Compliance Flex reports Alphabetical Favorites

S e INMUUBIVEN DELELUUTE Dysietn
(E] 15 ACS Metrics Report
+[=3 Log on/off Activity
4 E Netflow Report
=3 Network Traffic
@ Password Reset Report
+[=3 Performance
4 E Printer Usage
4 E RSA SecurlD report
E] Service Downtime
+[=3 Software Maintenance
k5 E StatusTracker Resource Summary

E] System shutdown

@ USB Device Disabled Report

; @ USB Device Report Detail
. E] USB Device Report Summary

+-l=3 User Activity

3 Enabling Removable Media Monitoring Feature

1. When a USB device is plugged in or media is inserted into the CD/DVD drive, Windows sends a media
insertion notification with the drive name to the Logcollect Windows Agent.

2. Upon receiving the notification, Logcollect Windows Agent launches USBTracker.exe with drive details.
USBTracker.exe is a Logcollect utility that monitors removable media file change activities.

3. USBTracker.exe generates Event 3239 and starts monitoring all the activities (files added/modified
/deleted/copied) that happen on the removable media.

4. When the USB device is unplugged or media is ejected, Windows sends a media removal notification to
the USBTracker.exe.

5. Upon receiving the notification, USBTracker.exe stops monitoring and generates Event 3240 with details
of all activities.

Note

This feature is supported by Windows only and requires Logcollect Agent to be installed and configured.

© Copyright Logcollect. All Rights Reserved. 6
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3.1 Monitoring CODW/DVD Burning Activities

Windows has a built-in CD recorder feature that lets to drag and drop files using Windows Explorer to write
files to a CD. Before burning the CD, Windows buffers the files in the ‘staging area’. The staging area is a hidden

folder that is usually "Drive letter:\Documents and Settings\Username\Local Settings\Application
Data\Microsoft\CD Burning ".

3.2 Monitoring CD-ROM Activities

Windows captures the files copied from CD-ROM (CTRL + C or mouse right-click) to the clipboard. By monitoring
the clipboard, you can keep track of the file copy activity.

3.3 Configuring Logcollect Agent to Monitor Removable Media

Click Admin and then select Windows Agent Config.

Select the desired system from the Select System dropdown list.

Click the System Monitor tab. The Report insert/remove checkbox is selected by default.

Select the Record activity checkbox under USB and Other Device Changes. This enables monitoring of all
the removable media (USB, CD-R, CD-RW, and DVD) on the managed system.

5. Click Save. (Need to change the image)

el e

kd EventTracker Agent Configuration *
File Help

Select System:
IETTVMBLH22D1 B4 ;I Agent based syztem

I Apply the following settings to specified Agents I

Manager destinations:

|ETTVMBLF|22D1 B4
Log Backup I Performance I Metwork Connections
Logfile konitar I File Transfer | spslog FTP server I Suspicious Activity

Managersl Evert Filters ~ System Moritor | Monitor Processes I Services

Set performance thresholds for CPU, Memory and Disk space uzage. Monitor
device changes such as media or USE ingertion and removal. &An event is
generated when the condition iz satisfied. To stop monitoring, unselect that
pararneter.

— Performance:

V¥ CPU Perfarmance (%] (90 'l
¥ Memory Usage (%): 0 -

¥ Disk Space 7 Used mare than [%) : 80 -

Advanced | & Free less than [MB]: |512D

—USE and other Device Changes:

¥ Beport insert/remave

[~ Disable USE Devices

& Maszs Storage Devices
Al Devices
&l Devices [Except Human Inteiface Devices Class)

e |

USE Exception List...

© Copyright Logcollect. All Rights Reserved. 7
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Note

This option will report the device detected and device removal of Event IDs 3228 and 3229 for USB/Pen
drives/External CDs, DVDs, etc. It will not report device detection and removal for mobile devices/External
hard disk/Keyboard/Mouse.

3.3.1 Record Activity

Enabling this option will record the add/modify/delete activities from the hard disk to external devices. An
Event ID 3240 will be generated. The supported devices are Pen Drives, CDs, and DVDs.

USE and other Device Changes:
¥ Report insett/remove
[ Disable USB Devices v Recodsonsy |

5 _LisB Excepton L |
8
:

[ | e |

Note

It will not record any activity for External CDs, DVDs, and mobile devices.

3.3.2 Disable USB Devices

a. Mass Storage Devices: It will disable Pen Drives/External CDs or DVDs/Hard disks and Mobile devices
(having Flash Drives and which do not have SD cards), connected as USB storage. For example, Non-
Android Mobiles such as sm-b310e and Android mobiles of earlier versions such as the 2.0 series.

b. All Devices: It will disable Pen drives/External CDs or DVDs/Mouse/USB Headphones/ USB External CDs or
DVDs except Keyboard.

c. All Devices (Except Human Interface Devices Class): All devices such as Pen drives/External CDs or
DVDs/Mouse/USB Headphones/ USB External CDs or DVDs will be displayed except Human Interface
Devices (HIDs) which include Keyboard, Mouse, Joystick and Numeric Keypad.

USE and othes Device Changes
V' Hepott meett/temove
M Disable USB Devices WV HAgcoed activiy

T Mazs Steeage Devices
" Al Devices
" Al Devices [Except Human Irtedace Devices Clas|

Save I Cloze

(US8 Excepton List._|

© Copyright Logcollect. All Rights Reserved. 8
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4 Exempt Authorized USB Drives

This option helps to restrict the users to use only authorized USB devices. Click the USB Exception List.
Logcollect enables this button only when you select the disabled USB devices checkbox. Logcollect displays the
USB Exception List pop-up window. The USB Exception list is divided into two sections:

4.1 USB Volume Serial Number

It will work for devices that possess volume levels such as the Pen Drive.
1. Selectan appropriate Format option.

2. Type the serial number in the Enter USB Serial number field.
3. Click Add.
Logcollect adds the newly entered volume serial number to the exception list.

k4 USB Exception List >

— USE Serial Mumbers [Decimal /Hexadecimal format)

USE devices with following volume zerial numbers will not be dizabled when inzerted.

123154545456 [0 1 CACS53E 30

Format
r & Dec ¢ Hex

Enter USE Wolurme Serial Mo |

Edit | Bemove

— Device identifiers|Device id/Hardware id/Clazs GUID)

LSE devices with following Device identifiers or Hardware identifiers or Clazs GUID wil
rot be dizabled when inserted.

Enter USE identifiers : |

Add | Edit | Bemove |

LCancel | Save & Cloze |

4.2 Finding USB Volume Serial Number

Verify if the USB device is inserted properly on the system.

Open My Computer and note the drive name for the USB device.

Open the command prompt and type the <drive name> of the USB drive.
Type "dir” to see the directory listing.

el

© Copyright Logcollect. All Rights Reserved. 9
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O PO W w gt | Sl o

F:\>dixr
Uolume in drive F is PNPL4
Uolume Serial Number is DBS8EF-95ES

5. Note down the volume serial number shown in the Hexadecimal format.

6. Inthe USB Exception list window, enter this serial number in the Enter USB Volume Serial number text
box.

7. Click the Hex option.

8. Click the Add button to add the serial number.

ks USB Exception List (23]
USB Serial Mumbers [Decimal/Hexadecimal format]

USE devices with following volume serial numbers will not be disabled when inserted.

| 2186692865 |0 XB2564502 |

Format
" Dec ¢ Hex

Erter USE Wolume Serial Mo : |

Device identifiers[Device id/Hardware id/Clazs GUID)
USE devices with following Device identifiers or Hardware identifiers or Class GUID will
ot be disabled when inzerted.

Erter USE identifiers : |

aad_| | |

Lancel | Save & Cloge |

Note

e Inthe Command prompt, the volume serial number will always be in the ‘Hexadecimal’ format. You
can convert it into Decimal format if required.
e It works only for Pen drives and no other mass storage devices.

© Copyright Logcollect. All Rights Reserved. 10
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4.3 Converting USB Serial Number Format

You can convert the USB serial number from Hexadecimal to Decimal format, and vice versa.
1. Enter the USB serial number in the USB Volume Serial No field.

LSE Serial Mumbers [Decimal/Hexadecimal format)

USE devices with following volume serial numbers will not be dizabled when ingerted.

Format
" Dec ™ Hex

Enter USE Yolume Serial Mo |D8EF95EB

dd | |

2. To convert the number into decimal format, click the Dec option. Logcollect automatically converts
the number from Hexadecimal to Decimal format.

Format
* Dec © Hex

Enter USE Wolume Serial Mo |35395g|:|1 36

Add ‘

3. To convert the number again to hexadecimal format, click the Hex option.

Note

Logcollect will not allow you to enter an invalid number (containing an alphabet or symbols) when the
decimal (Dec) option is selected.

4.3.1 Device Identifiers (Device ID/ Hardware ID/ Class GUID)

The USB devices with the Device Identifiers - Device ID/Hardware ID/ Class GUID will not be disabled when
inserted.

Device ID
It differs for all the devices. To add the Device ID to the exception list, perform the following steps:
1. Right-click Computer and select Manage.

© Copyright Logcollect. All Rights Reserved. 11
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TortomeSVN

Map network drve...
Disconnect network drive

Creste shortcut
Delete

Rename

2. Select Device Manager.

Note

Based on the device, select from the listed options.

3. When the latest Android version mobile phones are connected, they will be displayed as “Portable
Devices “. The screen is shown below:

A+ Computer Management == S

File Action View Help

- > 2| EE e

& Computer Management (Local|| = = Felix Actions.

+ |} System Tools % Computer E
5 Task Scheduler - Disk drives MW ==
2] Event Viewer S Display adapters More Actions >
33| Shared Folders i} DVD/CD-ROM drives
& Local Users and Groups @55 Human Interface Devices
(%) Performance Ca IDE ATA/ATAPI controllers
424 Device Manager == Keyboards

« £ Storage P4 Mice and other pointing devices
&¥ Disk Management B Monitors

T4 Services and Applications 1 -%¥ Network adapters

4 [/ Other devices
{5 Universal Serial Bus (USB) Controller
| &5 Portable Devices
T Processors
| % Sound, video and game controflers
18 Systerm devices
@ Universal Serial Bus controliers

4. When the Android mobile phones of earlier versions such as 2.0 (with Flash devices) are connected, it
will display within the USB Mass Storage Device. Here we have shown an example of a USB Mass

storage Device.

© Copyright Logcollect. All Rights Reserved. 12
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"2 Computer Managerment | = o -~

£de  Acvon  Yew Help

w26 80

& Computer Management (Local | « g Caiper Actionm

o 11 System Took ™ Computes a
D Task Scheduter w Dink dives DedesMaseqe, >
Bl Cvert Viewar B, Display sdapten Meee Actiona »
1 Sheced Foldens o OVD/CD-ROM deives
& Local Usars and Groups. O Muman Interface Devices
K Perfermance . TOL ATAJATAPE controtiens
2 Owvice Manager = Keytomds

o %2 Sacrage Y Muce and ether powting devices
@ Dvk Mansgement B Monecrs

T Senvices and Apphcatrons & Network adapless

5 oo
0 SM Bus Contrefler
P Pocts (COM & LPT)
B Processon
& Sound, video and game contsolers
1 System devices
@ Unherial Serial Bun contreliers
@ Genene USE Hub
@ Genenc USE Hub
9 Standecd Esranced PCEHo USE Host Controlier
ad abanced aliss gt Controtier

@ USH Rost bt

5. Right-click the USB Mass Storage device. Select Properties.

9 Universal Serial Bus controliers
¥ Generic USB Hub
9 Generic USE Hub
¥ Standard Enhanced PClto USE Most Controlles
9 Standaed Enhanced PClto USE MHost Controller
13, USB Mass Stewana Neica
9 USBRootH Update Driver Software...
¥ USB RootH Enable

Unnstall
Scan for hardware changes
Properties

6. The USB Mass Storage Device Properties page will be displayed as shown below:
a. Select the Detail tab.

b. Inthe Property option, select Device Instance Path from the dropdown list.

USB Mass Storage Device Properties
General | Driver | Details

USE Mass Storage Device

Property

[Devige nstance Fath i)
Value

| USE\VID_03F0&PID_5ADT\AEADSHOZYE11000108 II

© Copyright Logcollect. All Rights Reserved. 13
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c. Copy the Value highlighted in the figure above and paste it into the Device Identifiers field as
displayed in the figure below:

— Device identifiers[Device id/Hardware id/Clazs GUID]

USE devices with following Device identifiers or Hardware identifiers ar Clazs GUID wil
nat be dizabled when inzerted.

Enter USE identifiers): |

Add | Edit | Bemove |

LCancel | Save & Cloge |

7. Click the Add button.

i USE Exception List

—USE Serial Mumbers [Decimal/H exadecimal format]

LISE devices with fallowing volume serial numbers will nat be dizabled when inserted.

Forrnat
|7 @« Dec ¢ Hex

Enter USE Volumne Serial No I

aed | Edt | | Bemove

— Device identifiers[D evice id/Hardware id/Clasz GUID)
USE devices with following Device identifiers or Hardware identifiers or Class GUID will
niot be dizabled when inserted.

LSESWID O3F0LPID BADMASEADIHOZYE 11000108

Enter USB identifiers : |

Edit | Bemove |

LCancel | Save & Close |

Possible Substring Match for Device ID

The disabled USB Devices checkbox when clicked blocks the entry of all the USB devices. However, for
authentic USB devices, we can add their USB serial number or Device ID to allow the USB data transfer. The
following are the possible substring matches for the Device ID to allow more than one device at a time.

1. To allow devices from a particular vendor: Enter only the VID part like USB\Vid_0781
In this example, 0781 is for SanDisk.
2. Toallow devices from a particular vendor and a particular product:

Enter VID and PID parts like USB\Vid_0781&Pid_5567

© Copyright Logcollect. All Rights Reserved. 14
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In this example, 5567 is for the SanDisk Cruzer Blade.
3. Toallow a device from a particular vendor and a particular product:
Enter VID, PID, and device serial number like USB\Vid_0781&Pid_5567\20040203321B6B6256E9.

Click here for more details on PID/VID.

Hardware ID

Hardware ID remains the same for a device of the same class type but different for other class types. (e.g., the
Hardware ID of the optical mouse will be the same, but the hardware ID of Lenovo, Dell, or HP will differ from
each other). To add the Hardware ID to the exception list, perform the following steps:

1. Selectthe Hardware ID from the dropdown list in the Property section.

USB Mass Storage Device Properties

General I Driver | Details

USE Mass Storage Device

=

Property
[ Hardware Ids - ]

Value

USB\WID_D3F0&PID_5A07AREV_1100 I ]
USB\WID_03F0&PID_5A07

[ ok ][ cancel |

2. Copy the value and paste it in the Device identifiers field.
3. Click the Add button. It gets added and will be displayed as shown below:

ke USE Exception List

—USB Serial Mumbers [Decimal/Hexadecimal format]

USE devices with following volume zerial numbers will not be dizabled when inserted.

Forrnat
|7 @ Dec © Hex

Enter USE Volurne Serial Mo : |

Add Edit | Bemaove

 Device identifiers[D evice id/Hardware id/Class GUID)
USBE devices with following Device identifiers or Hardware identifiers or Class GUID will
ot be disabled when inserted.

Add Edit | Bemaove |

LCancel | Save & Close |

© Copyright Logcollect. All Rights Reserved. 15
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Class GUID

Class GUID remains the same for a device class. (e.g. class GUID of the optical mouse will be the same for all
whether it is Lenovo, Dell, or HP). The following is a table with the devices and their respective values.

Device Value
Battery {72631e54-78a4-11d0-bcf7-00aa00b7b32a}
Biometric device {53D29EF7-377C-4D14-864B-EB3A85769359}
Bluetooth {e0cbfO6c-cd8b-4647-bb8a-263b43f0f974}
CDROM {4d36€965-e325-11ce-bfc1-08002be10318}
Disk Drive {4d36e€967-e325-11ce-bfc1-08002be10318}
Display Device {4d36e968-e325-11ce-bfc1-08002be10318}
FDC {4d36€969-e325-11ce-bfc1-08002be10318}
Floppy Disk {4d36e€980-e325-11ce-bfc1-08002be10318}
HDC {4d36e96a-e325-11ce-bfc1-08002be10318}
HIDClass {745a17a0-74d3-11d0-b6fe-00a0c90f57da}
Dot4 {48721b56-6795-11d2-b1a8-0080c72e74a2}
Dot4Print {49cebac8-6f86-11d2-b1e5-0080c72e74a2}
61883 {7ebefbc0-3200-11d2-b4c2-00a0C9697d07}
AVC {c06ff265-ae09-48f0-812c-16753d7cba83}
SBP2 {d48179be-ec20-11d1-b6b8-00c04fa372a7}
1394 {6bdd1fc1-810f-11d0-bec7-08002be2092f}
Image {6bdd1fc6-810f-11d0-bec7-08002be2092f}

Device Value
Infrared {6bdd1fc5-810f-11d0-bec7-08002be2092f}
Keyboard {4d36e96b-e325-11ce-bfc1-08002be10318}

Medium Changer

{ce5939ae-ebde-11d0-b181-0000f8753ec4}

MTD {4d36€970-e325-11ce-bfc1-08002be10318}
Modem {4d36e96d-e325-11ce-bfc1-08002be10318}
Monitor {4d36e96e-e325-11ce-bfc1-08002be10318}
Mouse {4d36e96f-e325-11ce-bfc1-08002be10318}

Multifunction

© Copyright Logcollect. All Rights Reserved.
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MultiportSerial

{4d36e96c-e325-11ce-bfc1-08002be10318}
{50906cb8-ba12-11d1-bf5d-0000f805f530}

Net {4d36€972-e325-11ce-bfc1-08002be10318}
NetClient {4d36e973-e325-11ce-bfc1-08002be10318}
NetService {4d36e974-e325-11ce-bfc1-08002be10318}
NetTrans {4d36e975-e325-11ce-bfc1-08002be10318}

SecurityAccelerator

{268c95al-edfe-11d3-95¢3-0010dc4050a5}

PCMCIA {4d36e977-e325-11ce-bfc1-08002be10318}
Ports {4d36e€978-e325-11ce-bfc1-08002be10318}
Printer {4d36€979-e325-11ce-bfc1-08002be10318}
Processor {50127dc3-0f36-415e-a6cc-4cb3be910b65}

SCSIAdapter {4d36e97b-e325-11ce-bfc1-08002be10318}
Sensor {5175d334-c371-4806-b3ba-71fd53c9258d}
SmartCardReader {50dd5230-ba8a-11d1-bf5d-0000f805f530}

Volume {71a27cdd-812a-11d0-bec7-08002be2092f}
System {4d36e97d-e325-11ce-bfc1-08002be10318}
TapeDrive {6d807884-7d21-11cf-801c-08002be10318}
USB {36fc9e60-c465-11cf-8056-444553540000}

Windows CE USB ActiveSync Devices

(WCEUSBS)

Note

{25dbce51-6c8f-4a72-8a6d-b54c2b4fc835}

P

COLLECT

By providing the below device values, you can avoid disabling the mobile devices.

Devices Value
Windows Portable Devices (WPD) {eec5ad98-8080-425f-922a-dabf3de3f69a}

uSB {36fc9e60-c465-11cf-8056-444553540000}

For References: https://msdn.microsoft.com/en-us/library/ff553426(VS.85).aspx

To add Class GUID to the exception list, perform the following steps.
1. Select Device Class GUID from the dropdown list.
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USB Mass Storage Device Properties
General | Driver | Detais

USE Mass Storage Device

Property
Device class qud i~

Value
| {36c9e60-c465-11cf-8056-444553540000}

G

2. Copy and paste the value in the Device Identifier field.

3. Click the Add button.

4. Click Save & Close.

kad USB Exception List

— USE Serial Mumbers [Decimal/Hexadecimal farmat)

USE devices with Fallowing volume serial numbers will nat be disabled when inserted.

Fomnat
r * Dec ¢ Hex

Enter USE Volume Serial Mo |

fckd Edt | | Remove

 Device identifiers(D evice id/Hardware id/Class GUID)
USE devices with following Device identifiers or Hardware identifiers or Clazs GUID will
not be dizabled when inserted.

Enter USE identifizrs : |

Add Edit | Bemave |

Cancel | SavesCioss |

5. Click Save on the System Monitoring page.

4.4 Configure Device Monitoring Alerts

The Device Monitoring Alerts can be configured to receive notifications. You can also view these Alert events
on the Alerts Dashboard.

4.4.1 Configure USB Device Monitor Alerts

AN

Click Admin and then select Alerts.

Locate Logcollect: USB device disabled & Media Insert Alerts.

Select the severity of the threat from the Threat Level dropdown list.
Select the checkbox under Active, if not selected.

Set appropriate alert actions to receive notifications.

Click OK.

© Copyright Logcollect. All Rights Reserved.
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YdLocCcoLLECT

= Alerts

A / Adn
Configuration - Il EventFilter Custom Systems Actions  Next
L]
Alert name Threat level Thresheld level
Logeollect: USB device disabled Serious ~ | Medium
Applies to Version Alert category Priority
Logcollect 9.4 and later 10 Undefined ~  Undefined
Log Type Event Type Category Event Id Source User Match in Description Description Exception|
0 3242 EventTracker

Admin = Tools =

&

YdLoGCOLLECT

] Alerts

Configuration

k WECLBEETEE Event Filter Custom  Systems  Actions  Next

A / Adm

L]
Alert name Threat level Threshold level
Media insert alert High ~ Medium
Applies to Version Alert category Priority
Logcollect 9.4 and later 1.0 Potential Insider Threats v Priority 2
Log Type Event Type Category Event Id Source User Match in Description Description Exception,
0 3228 EventTracker

4.5 Logcollect Device Monitoring Categories

To view Categories, click Admin and then select Category.

Category: Logcollect: USB device disabled

Description: All the events logged by Logcollect when it disables the unauthorized USB devices,
which is not in the exception list.

Event ID: 3242
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YioccoLLecT
LIl Category #& / Admin / Category
A o o ; Category Details
ategory Tree  Sear
S Parent Group
[E] Logealiect: Two Factor Authentication [ & Lagcollect

[E] Logeoliect: Two Factor Authentication £
Event Category Name

[E] Logealiect: Unknown MDS hash detect

Logcollect: USB device disabled

[E] Logealtect: Usage data submissicn faile

(] Logealiect: Usage data submission suct Deseription
(1] Logootect: USB device diabled| All events logged by Logcollect when it disables unauthorized US device, which is not in the exception list. Event Id: 3242.
(] Logealiect: USB or other device monito £

(%] Logeoect: VCP port added Applies to

(] Logealiect: VCP port deleted Lagcollect 9.4 and later
[E] Logealiect: VCP port modified

Category version
(] Logealiect: Vulnerability parser result

10
(] Logeoliect: Weightage added
(5] Logealiect: Weightage deieted Show In Operations [ Compliance [ Security
[E] Logealiect: Weightage modified
[E] Logeatiect: Windows log backup and ¢! Event Rule
[E] LogeallectWeb: Login failure: . . — .
LogType EventType Category Eventld Source User Match in Description  Description Exception  Lucene Query
(] LogeoliectWeb: Role config changes
0 0 0 3242 Eventlracker (event id:3242 AND event_source: EventTracker’)

[E] Logeatiectweb: User logaft
_ a

Category: Logcollect: USB or other device monitoring

Description: All events logged by Logcollect while monitoring USB, CD, and DVD devices or media insertion and
removal.

Event ID: 3228, 3229, 3239, 3240.

AV,

7 Admin v faols » Keshava Murthy H C
¥ioccoLLECT [ d
LI Category A / Admin / Category
a .
. , Category Details

» Parent Group Event Category Name

(2] Logesllect: Truncated description - Logeollect Logeollect: USB or other device monitoring

(5] Logeoliect: o Factor Authentication Dissbied

Description
(E] Logeollect: Two Factor Authentication Enabled

geollect Unknown MDS hash detected
geollect: Usage data submission failed

(5] Logeoliect: usage data submission success

(5] Logeoliect: Use device disabled
Logeollect: USE of other device monitoring Show In Operations [] Compliance [ Security
geolect: VCP port added

geollect VP port deleted Event Rule

geollect: VCP port madified

LogType EventType Category Eventld  Source User  Match in Description  Deseription Exception
qeollect: Vulnerability parser result
o 3228
geoliect: Weightage added
— 0 3229
(5] Logeollect weightage deleted
. 0 3240
5] Logeollect: Weightage modified
0 3239

geollect: Windows log backup and clear

geollectieb: Login failure

Logeollectweb: Roks config changes

4.6 Logcollect Device Monitoring Reports

4.6.1 USB or Other Device Monitoring
Go to Operations > Reports > Logcollect: USB or other device monitoring.
Logcollect Agent for Windows can be configured to monitor insert/removal and files

added/modified/deleted/copied to and from removable media. If this feature is enabled, this report provides
information on those activities across selected computers for the selected period.
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Usage: This report must be run and reviewed regularly for all critical servers and workstations.

Top 1 Categories with Top 1 Computer's

| Lorgeebec s LS or other deweie monitoning

¥
h!

Category Detail Report Sorted By Computer

Cateqgory Logeodlect: USB.or other device monitoring had 1 Computers generating 22 events
Evert 103 inchaded are 3228, 3229, 3239, 3240

Computer FELIX generated 22 events. Details of Events are given Bebow.

|Loo e User 1 | F— | event Desertption

WTH0AS X1 25T P ErE Everd Tracin: Coptaxctod nepw drive <F; >

Device Type: Fiosd

Wolsme Label - Freatgent Goflex Drive

ko Sarial Na: 154581 F5TY

Vedoms 10 VWHivolame{ BcSeaa-r530-1 14
bl A2 Bl P,

Fiig Syitem: NTFS

Divica 10:
USENWID OBCIAFID_SO21\WADSSAS)

Pemtwork Wolyma: Mo

Description: Change affects phyiioal device of
drive.

wEwert Dt « Data »Debociod rew defve B F:Sgt;
Device: Type: Fined
Wolpma Labal: Freafdgent Goflax Drive
Welomas Sarlal No: 158681 75T
Voheme 10 WM wobame{ Sc90aaa-530-1 led
DO Sdaleli Py
Filg Syt NTFS
Dvice 10:
USEI 0 DB Shamp R0 5001 WNACESAR)
Network Volums: Mo
Description: Change affects phyisoal device o
drive. < [Data > < fiventData>

WTI005 Y1445 P i nre Everd Tracier Drtwa <F.> remowed

e Weduires B

Desoription: Chenges affectsy pheyuicasl device or
rten

< [wentDiata » < Dats > Drive AR F-Agt; removed
Mt work, Woharme: o
Description: Changs affects pheyiosl device or
drtve. < MOt » < flventData »
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4.6.2 USB Device Disabled Report

Go to Operations > Reports > USB Device Disabled Report.

This report provides information on the disabled USB devices across selected computers for the selected
period.

Usage: This report would be useful when you are looking for a quick report on disabled USB devices.

Computer FELIX USB devices used is 5

Log Time User Device Device ID

9/9/2015 6:42:22PM | USE Mass Storage Device USB\VID_0951&PID_1629\0018F30COF
9/9/2015 6:42:48PM i USBE Mass Storage Device USB\VID_0951&PID_1629\0018F30C9F
9/9/2015 6:43:25PM ) USBE Mass Storage Device USB\VID_0951&PID_1629\0018F30C9F
9/9/2015 6:44:13PM USBE Mass Storage Device USB\VID_OBC2&PID_5021\NA0O5SA8]
9/9/2015 6:44:42PM i USBE Mass Storage Device USB\VID_0BC2&PID_5021\NAO5SA8]
9/9/2015 6:49:10PM T USE Input Device USB\VID_17EF&PID_6019\6&25e9f07&(
9/9/2015 6:54:07PM BT USBE Input Device USB\VID_0461&PID_4E22\6&25e9f07&
9/9/2015 6:54:12PM o USBE Input Device USB\VID_0461&PID_4E22\6&25e0f07&
9/9/2015 6:55:07PM Wi USE Input Device USB\VID_0461&PID_4E22\6&25e9f078&
9/9/2015 6:59:30PM - MTP USB Device USB\VID_OFCE&PID_0180\¥T9100L4LK

4.6.3 USB Device Report Details

Go to Operations > Reports > USB Device Report > USB Device Report Detail.

This report provides detailed information on the files added/modified/deleted to the USB device. It can be
tuned by applying Refine or Filter criteria, systems, and time.

Usage: This report is usually run during a detailed investigation phase, as needed.

Computer FELIX Removable media devices used is 1
CD\DVD Device (E:\) with Serial No. 2663209342 active users is 1

Console User TOONS\ " 7 file activities is 8
Active Users: TOONS\ 1.1t
File Activity Time File Activity File/Folder Name
0/9/2015 06:47:50PM Added EventTracker USB or other device monitoring~329.1441622724.pdf
0/9/2015 06:47:50PM Added EventTracker USB or other device monitoring~329-1441622724.pdf
9/9/2015 07:09:54PM Deleted EventTracker USB or other device monitoring~32941441622724.pdf
9/9/2015 07:09:54PM Deleted EventTracker USB or other device monitoring”~329.1441622724.pdf
9/9/2015 07:10:29PM Added export usb device disabled.issch
9/9/2015 07:10:29PM Added export usb device disabled.issch
9/9/2015 07:10:42PM Added 8.0 EventTracker1433054376_latest.cer
0/9/2015 07:10:42PM Added 8.0 EventTracker1433054376_latest.cer

4.6.4 USB Device Report Summary

Go to Operations > Reports > USB Device Report > USB Device Report Summary.

This report provides a summary of the files added/modified/deleted to the USB device. The charts are included
per system per activity, top 10 USB devices are sorted by the top 5 users.

Usage: This report would be useful when you are looking for a quick report for the files
added/modified/deleted/copied to and from USB devices.
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Coemputer FELIX Remowable media devices used is 1

Top 10 Removable madia Devics Usaps |Aded flles) Sorsd By Top 5 Users
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4.7 Logcollect Generated Events

Logcollect detects the new drive [3228] (Need to change the image)

{2 Event Properties - Event 3228, EventTracker =
General | Details
PDetected new drive <F:> -
Device Type: Fixed 17
Volume Label: FreeAgent GoFlex Drive |
Volume Serial No: 1546817573 |
Volume ID: \\?\Volume{8c5f0eaa-f5d0-11e4-bf06-fcf286e6e67f 1\ ‘7
File System: NTFS
Device ID: USB\VID_0BC2&PID_5021\NAO5SA8) ~ [E]
Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:12:57 PM ¥
Event ID: 3228 Task Category: (2)
Level: Information Keywords: Classic
User: TOONS\akriti Computer: Felix.Toons.local
OpCode:
More Information:  Event Log Online Help

Details: Detected new drive <F:>

Device Type: Fixed

Volume Label: FreeAgent GoFlex Drive

Volume Serial No: 1546817573

Volume ID: \\?\Volume{8c5f0eaa-f5d0-11e4-bf06-fcf286e6e67f}\
File System: NTFS

Device ID: USB\VID_0OBC2&PID_5021\NAO5SA8)

Network Volume: No

Description: Change affects physical devices or drives.
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Logcollect <drive name> removed [3229] (Need to change the image)

{d] Event Properties - Event 3229, EventTracker
General | Details

Drive <F:> removed.
Network Volume: No
Description: Change affects physical device or drive.

Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:14:45 PM $
Event ID: 3229 Task Category: (2)
Level: Information Keywords: Classic
User: TOONS\akriti Computer: Felix.Toons.local
OpCode:
More Information: Event Log Online Help
Details: Drive <F:>removed
Network Volume: No
Description: Change affects physical devices or drives.
USB device is disabled by Logcollect [3242] (Need to change the image)
12| Event Properties - Event 3242, EventTracker
General | Details
USB Device is disabled by EventTracker. Please contact your system administrator. -~
Device Type: USB Device i
Device ID: USB\VID_0BC2&PID_5021\NA05SA8) )": 1
Device Description: USB Mass Storage Device R
Device Friendly Name: N/A
Driver: {36fc9e60-c465-11cf-8056-444553540000 \0007
Device ClassGUID: {36fc9e60-c465-11cf-8056-444553540000} -~ E]
Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:16:17 PM .
Event ID: 3242 Task Category: (2)
Level: Information Keywords: Classic
User: TOONS\akriti Computer: Felix.Toons.local
OpCode:
More Information: Event Log Online Help

Details: USB Device is disabled by Logcollect. Please contact your system administrator. Device Type:
USB Device

Device ID: USB\VID_OBC2&PID_5021\NAO5SA8)

Device Description: USB Mass Storage Device

Device Friendly Name: N/A

Driver: {36fc9e60-c465-11cf-8056-444553540000}\0007

Device ClassGUID: {36fc9e60-c465-11cf-8056-444553540000}

Device Mfg: Compatible USB storage device

Hardware ID: USB\VID_0BC2&PID_5021&REV_0148

Enumerator: USB
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Local Information: Port_#0002.Hub_#0003

Physical Device Object Name: \Device\USBPDO-6

Service Name: USBSTOR

BUS Number: 0

Capability: Removable UniquelD RawDeviceOK SurpriseRemovalOK

USB Monitoring started for<drive name> [3239] (Need to change the image)

12! Event Properties - Event 3239, EventTracker
General | Details ‘
Drive Monitoring started for E\ -
Device Type: CD/DVD 5
Volume Label: Aug 24 2015 =
Volume Serial No: 2663209342
Volume ID: \\?\Volume{08f823d3-f5d0-11 e4-bcaa-806e6f6e6963 1\ =
File System: UDF
Device ID: N/A -
Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:47:42 PM E]
Event ID: 3239 Task Category: (2)
Level: Information Keywords: Classic
User: N/A Computer: Felix.Toons.local
OpCode:
More Information:  Event Log Online Help

Details: Drive Monitoring started for E:\
Device Type: CD/DVD

Volume Label: Aug 24 2015

Volume Serial No: 2663209342

Volume ID: \\?\Volume{08f823d3-f5d0-11e4-bcaa-806e6f6e6963}\
File System: UDF

Device ID: N/A

Network Volume: No

Description: Change affects media in the drive.
Console User: TOONS\akriti

Active Users: TOONS\akriti
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USB Monitoring stopped for<drive name> [3240] (Need to change the image)

@ Event Properties - Event 3240, EventTracker
Generar Details
Drive Monitoring stopped for E:\ -~
Device Type: CD/DVD 2]
Volume Label: Aug 24 2015 i |
Volume Serial No: 2663209342
Volume ID: \\?\Volume{08f823d3-f5d0-11e4-bcaa-806e6{6e6963
File System: UDF
Device ID: N/A - @
Log Name: Application
Source: EventTracker Logged: 9/7/2015 3:45:40 PM E]
Event ID: 3240 Task Category: (2)
Level: Information Keywords: Classic
User: N/A Computer: Felix.Toons.local
OpCode:
More i Event Log Online Help
|

Details: Drive Monitoring stopped for E:\

Device Type: CD/DVD

Volume Label: Aug 24 2015

Volume Serial No: 2663209342

Volume ID: \\?\Volume{08f823d3-f5d0-11e4-bcaa-806e6f6e6963}\
File System: UDF

Device ID: N/A

Network Volume: No

Description: Change affects media in the drive.

Console User: TOONS\akriti

Active Users: TOONS\akriti
Files copied by using Live File System: USBDeview | Added|09/07/2015 03:44:46 PM

Files accessed by user: TOONS\akriti desktop.ini|Existing|09/07/2015 02:23:19 PM

4.8 Limitations

Logcollect Windows Agent monitors CD/DVD burning activities carried only through Windows Explorer and
does not monitor burning activities done via third-party tools such as Nero, lomega, etc.
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About Logcollect

Logcollect is a software-only telemetry pipeline which supports the collection, enrichment, transformation and
routing of security data from sources to multiple destinations. It is targeted to security operations that are
struggling with distributing large volumes of disparate data, high operational costs, alert fatigue and missed
threats. It is available as a software license or hosted in AWS. It is backed by a team that has extensive experience
with security logging, SIEM and regulatory compliance. Collect once, analyze everywhere.

Headquartered in Ft. Lauderdale, FL, Logcollect is a leader in Log Collection. Learn more at www.Logcollect.com.

Contact Us

Corporate Headquarters

Prism Microsystems
920 NE 17th Way
Fort Lauderdale, FL 33304

https://www.Logcollect.com/support
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