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Abstract

This document provides instructions to deploy and configure Logcollect agents or sensors on a non- English
system.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product Ul.

Scope

The Configuration details in this guide are consistent with Logcollect agents or sensors.

Audience

This guide is for the administrators responsible for investigating and managing network security.
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1 Overview

This document provides detailed instructions to configure the Logcollect Agent/Sensor to send the logs to the
Logcollect server in the English language, where the source of the event is a non-English system/application.

2 Prerequisites

The agent system must have the English language pack installed.

3 Logcollect Manager Installation on a Non-English System

3.1 Installing the English Language Pack

The following steps describe the procedure to install the English language pack in Windows 10/Windows
Server 2012/ Windows 2012 R2/ Windows Server 2016/ Windows Server 2019.

1. Inthe Windows search bar, search for Language Settings, and open it.

Recent

A# Language settings

m Settings

{88 control Panel

o Zoom

I L Search for anything (o]

2. The page will be displayed as shown below:
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Settings.
@ Home Language
[ Find a setting g E @ Related settings
Time & Language Windows display Apps & websites Regional format
. lir
& Date &time f
0
@ R Vaboad Speech Help from the web
8 Windows display language R
i 9
English (United States) Addiny
Windows features like Settings and File Explorer will appear in this
language. @
f 4
Preferred languages
Apps and websites will appear in the first language in the list that they
support.
4| Addalanguage
= English (India) [N R
A”" Your Windows license supports only one display language
A* English (United States) rFrR2fady

3. Click Add a language to add a language. Select the language (English) and click Next.

Choose a language to install

| ffype a language name...

Afrikaans A

Afrikaans
Shaip #A
Albanian

Elsassisch

Alsatian
ATCE

Ambharic

(i) syl
Arabic (Algeria)

(orp2all) &yl
Arabic (Bahrain)

(pan) duy=ll <

Arabic (Egypt)
[ Text-to-speech O Speech recognition

@ Handwriting

Next Cancel

4. Click Install. The selected language starts installing.
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Install language features

Preferred language

[ engtish

Optional language features
= Text-to-speech (23 MB)
0 Speech recognition (4 MB)

# Handwriting

Required language features

ic typing (17 MB)

@ Optical character recognition

Choose a different language

Install Cancel

Note

You may click Options to check the language pack installation status.

= English A
Your Windows license supports only one display language

P~ A Options Remove

K -~

@ Language options: English

Basic typing

Downloading

Handwriting
Handwriting installed
Speech

Dewnloading
'

Regional format
Keyboards

4 Addakebond
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5. To set the newly selected language as the display language, move it to the top of the list by clicking the I

arrow.

6. Restartthe computer for the changes to take effect.

3.2 Installing English Language Pack on Windows 7/ Windows 2008/
Windows 8.1

Open the Control Panel and select Regional and Language Options.

In the Formats tab, select English (United States) as language from the Current format dropdown.
Click the Administrative tab.

In the Reserved Accounts pane, click the Copy to Reserved Accounts button.

Select the System accounts (local system, local service, and network service) option, and then click the
OK button.

6. Inthe Regional and Language Options dialog box, click the Apply button, and then click the OK button.
Restart the computer for the changes to take effect.

vk wNE

3.3 Installing SQL Server Express

While installing SQL Server Express, set the default language as English.
Also, set the default language as English for the Service account, NT Authority/System, Local
administrators, and LCAdmin.

3. Please click here to read about the Logcollect installation prerequisites and the installation process in
detail.

4 English Language Pack Download Links

Download the English language pack for the respective operating systems from the following table.

Microsoft Windows

R e — Links to Download the English Language Pack

Install the English language pack on the system using the below link.
http://support.microsoft.com/kb/972813 or

Windows 7

https://support.microsoft.com/en-us/windows/language-packs-for-
windows-a5094319-a92d-18de-5b53-1cfc697cfca8#IDOEBBD=Windows 7

Install the English language pack on the system using the below link.
Windows 8/8.1 https://support.microsoft.com/en-us/windows/language-packs-for-
windows-a5094319-a92d-18de-5b53-1cfc697cfca8#IDOEBBD=Windows 8.1
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Install the English language pack on the system using the below link.
Windows 10 https://support.microsoft.com/en-us/windows/language-packs-for-
windows-a5094319-a92d-18de-5b53-1cfc697cfca8#IDOEBBD=Windows 10

Install the English language pack on the system using the below link.
https://support.microsoft.com/en-us/windows/language-packs-for-
windows-a5094319-a92d-18de-5b53-
1cfc697cfca8#WindowsVersion=Windows 11

Windows 11

Note: SP2 is required for Windows Server 2008 to install the English
Windows Server 2008 Language pack.
http://www.microsoft.com/en-in/download/details.aspx?id=3162

Note: SP1 is required for Windows Server 2008R2 to install the English
Language pack.

Windows Server 2008R2
https://www.microsoft.com/en-hk/download/details.aspx?id=12250

Install the English language pack on the system using the below link.

Windows Server 2012 Microsoft .NET Framework 4.7.2 Language Pack on Windows Server 2012

Kindly follow the instructions in the following link to set up the language
pack in Windows Server 2012R2.
https://learn.microsoft.com/en-us/answers/questions/340233/language-
packs-for-windows-server-2016

Windows Server 2012R2

Kindly follow the instructions in the following link to set up the language
pack in Windows Server 2016.
https://learn.microsoft.com/en-us/answers/questions/340233/language-
packs-for-windows-server-2016

Windows Server 2016

Note: You cannot install language packs from the Language page in the
Settings app for Windows Server 2019.

Kindly follow the instructions in the following link to set up the language
pack in Windows Server 2019.

Cannot configure a language pack for Windows Server 2019 Desktop
Experience - Windows Server | Microsoft Docs

Windows Server 2019

Kindly follow the instructions in the following link to set up the language
pack in Windows Server 2022.
https://learn.microsoft.com/en-us/answers/questions/1161457/how-to-
install-language-pack-on-windows-server-202

Windows Server 2022
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5 Logcollect Agent Deployment through Group Policy on a Non-
English System

1. Launch the Group Policy Management console.
2. Create a Group Policy Object with the following settings.
e Enable the Restricts the Ul languages Windows option for the selected user.
e Restrict the users to use English as the language.
3. Onthe domain controller, launch Active Directory users & computers and proceed to create an OU.

4. Create a service account in the active directory with a password never expires option and move the user
to the newly created OU in step 3.

5. Link the GPO object created in step 2 to the OU and enforce the GPO.
6. Make the service account as a member of the local administrator’s group on the Agent system.

7. On the Agent system, change the login credentials of the Logcollect agent service to the created
service account and restart the Agent service.

8. There is no need to change any regional or language settings on the agent machines.

6 Deployment Process
1. To open the Group Policy Management console, click Start > Administrative Tools, and then click Group
Policy Management.
2. Inthe Group Policy Management Console tree, expand Forest, and expand Domains.
3. Inthe desired domain, right-click Group Policy Objects, and click New.

4. Inthe New GPO dialog box, type a name for the new GPO, and click OK. For example: Logcollect Agent
on Non-English System.

5. Right-click the newly created GPO name and click Edit.

6. Inthe Group Policy Management Editor, go to Language and Regional options [User Configuration >
Policies > Administrative templates > Control panel > Regional and language options].

© Copyright Logcollect. All Rights Reserved. 9
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Restricts the Ul languages Setting | RKate | Comement
Windows should use for the i Hide Regional and Language Options administrative options Not configured No
selected user 1. Hide the geographic location option Not configured No
EdR Dokcy sattine 1 Hide the select language group options Not configured No

1 Hide user locale selection and customiation options Not configured No
Requrements IR estricts the Ul language 3 it s for tha sslectnd N
At least Windows Vista 1= Restrict sslection of Windows menus and dialogs language Not configured No
Descripbion:

This is a setting for computers with more
than one Ul language installed. If you
enable this setting the Ul language of
Windows menus and dialogs language for
systems with more than one language is
restricted to the specific language for the
selected user. If the specified language
is not installed on the target computer or
the policy is dsabled, the language
selection defauks to the language
selected by the user

To enable this policy In Windows 2000,
Windows XP or Windows Server 2003,
you need to use "Restrict selection of
Windows menus and dialogs language”
podcy

7. Double-click the Restricts the Ul languages Windows should use for the selected user option.

L¥ Restricts the UI languages Windows should use for the selected user =]
[=i[ Restricts the Ul languages Windows should use far the selected user | Previous Setting I Mext Setting |

Mot Comfigured  S@mment: =]
= Enabled

" Disabled (il

Supported on: |At|eastW|ndnws\f’|sta = |

Opticns: Help:

Restrict users to the following language: This is 3 setting for cormputers with more than one Ul language ||

installed. If you =nable this setting the Ul language of Windows

[English L” rmenus and dizlogs language for systems with more than one

language is restricted to the specific language for the selected
user. If the specified language is not installed on the target
computer or the policy is disabled, the language selection defaults
to the language selected by the user.

To enable this policy in Windows 2000, Windows 3P or Windows
Server 2003, you need to use "Restrict selection of Windows
menus and dialogs language” policy.

oK I Cancel Apply I

8. Click the Enable option.
9. Selectthe language as English from the Restrict users to the following language dropdown.
10. Click Apply, and then click OK.

On the domain controller, launch Active Directory Users and Computers, and proceed to create an OU.

1. To open Active Directory Users & Computers, click Start > Administrative Tools, and then click Active
Directory Users & Computers.
OR
In the Group Policy Management, right-click the domain controller name and then select Active
Directory Users & Computers.

© Copyright Logcollect. All Rights Reserved. 10
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_§£ Group Policy Management
=] _ﬁ Farest: prismmail, com
B (55 Domains

fj prismmail

[ Sites
sei Group Policy Made
1+ Group Policy Resu

Create a GPO in this domain, and Link it here...
Link an Existing GPO. ..
Block Inheritance

Group Policy Modeling 'Wizard. ..
IMew Organizational Uik

Search...
Change Domain Controller.. .

Remove

g 3
Mew Window from Here

Refresh

Froperties

Help

2. The Active Directory Users & Computers window opens.
3. Inthe left pane, right-click the domain controller name, click New, and click Organizational Unit.

. Active Directory Users and Computers !E E

File  Action Yiew Help
G EEIEEEI TS A5
] Active Directory Users and Comput | Mame | Tvpe | Description |

“| Saved Queries 1 Buikin builtinDomain
B & 0 '

el Deleqate Contral... Organizational ...
| Builtin Find Conkainer Defaulk conkainer For upagr...
:1_ chinaou Change Domain rs Organizational ... Defaulk container for dom...
H ;Dmp!’lt? Change Domain Contraller tin... Container Default container For secu, .,
= | Domain ) A
. Foreigne  Reise domain Functional level. . A, Conta{ner_ Default conkainet For mar...
“| Managed ~ Operations Masters. . g€ .. Organllzatmnal )
2| Microsaft Cnntainer Nefault ronkaines For upgr,..
= | e 3 Carmputer
3
— Heers all Tasks 3 Contack
Group
Wi 3
e InetCrgPerson
Refresh msExchDynamicCistributionList
Expoart List. .. msImaging-FSPs
MSMG Queue Alias
Properties T
anal Linik
Help Prinker
User
Shared Folder

I — Bl

|Create a new object... | |

4. Inthe New Object - Organizational Unit dialog box, type the new organizational unit’s name in the Name
text field.
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Mew Object - Organizational Unit

~%|  Cremeinc pismnadcon/

S

Logeollect Enterprised

New organizational Unit name

¥ Probect contanes from accidental deletion

|DRICams||Hdp|

5. Select the Protect container from the accidental deletion checkbox to avoid the accidental deletion of
OU. Click OK.
Create a service account in the active directory with a password never expires option:

1. Right-click the newly created OU (in this case, Logcollect Enterprise), click New and click User.
2. Inthe New Object — User dialog box, enter the user details.

MNew Object - User

;j Creste e prismmad com/” Logcollect Enterprse

First name: o T

Last name: I\u'ang

Full namne: [Liwang

LIzer logon name:

fLiWang | @pdismmad com =
Lzer logon name [pre-windows 2000}

||=msmwu [Li_w.m

Next > Cancel |

Enter the appropriate User login name and select the domain name from the dropdown.

Click Next.

Enter the password and confirm the same.

Select the Password never expires checkbox to retain the same password even if the "Maximum
password age" is reached (by default 42 days).

o kW
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7. Once selected, the system will not prompt you to change the password in the future.
[Sew Object Uper  H||

?) Ciopte i prisrenad e Logeollect Erseprise

Fras s |qqooou¢u

Corfam passvweoid |---.n..u-- -
B User munt change passwond ot red logon

T U conimt chsngs padsessid

I+ FPasswasd revel eagaes

™ pcount is disabled Wiy spescified that the passweond should nesves swpies,
T uristr wall Pl B rincpuired o charsde thee paddwecrd o2 et
hogen,

8. Click OK to close the message box.
9. Click Next.
10. Verify the object configuration, and then click Finish.

The newly created service account will be displayed under the organizational unit created earlier.
B Active Directory Users and Computers

om0 Da»IBmTRZTPSR

™ Active Drectory Users and Compat | Name | Type | Description
+ Saved Queries ‘,uw‘y-g User

= 33 prismenad.com ;
+ Bultin
Chinaou

Computers New service account is created.
2| Domain Controlers
ForeignSecurtyPrincipals
Mansged Service Accounts
2 Microsoft Exchange Securk
Users
2 Logcollect Enterprise

ORI

Link the group policy object created earlier to the newly created service account:

In Group Policy Management, open the GPO name created earlier.

2. Inthe Security Filtering section, click Add.

3. Enter the newly created partial or full username in the Enter the object name to select the field and click
the Check Names button to locate all the matching or similar usernames present in the given location.
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4. Once you get the desired username in the Enter the object name to select field, click OK. The username
appears in the Security Filtering section.

Security Filtering

The zettings in this GPO can only apply to the following groups, users, and computers:

Mame = |
52 Authenticated Users
‘ Li*wang [Li_* angi@prizmmail. com)

Add... | Remowe | Fropertiez

6.1 Configurations on Agent System

Make the service account a member of the local administrator’s group on the Agent system:
1. Inthe agent system, right-click My Computer, and click Manage.

2. Inthe Computer Management window, expand System Tools > Local Users and Groups, and select
Groups folder.
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Ll Computer Management
= File
& B@E X e R @

Action  Wiew  Window

Help

Q Computer Management (Local)
= i
Fﬂ Ewvent Viewer

Shared Folders
= %]Lucal Users and Groups|

I:l Users

[aroups |
&% Performance Logs and Alert:
E;-, Device Manager

Storage
Services and Applications

-

[
| &

Marne
E Administratars
¥4 Backup Operators

gGuests

gr\letwurk Configuration ...

gPuwer Users
@Remute Desktop Users

gReplicatDr

gUsers

gHelpServicesGruup

M} S0l Serverz005MS5QLS. .,
M Scal Serverz00SMSSCL. .
M} Sl Serverz00SSGLErD. .

Descripkion
Administrators have complete and u. ..
Backup Operators can override secu. .,
Guests have the same access as me...
Members in this group can have som...
Power Lsers possess most administr, ..
Members in this group are granted £,
Supports file replication in a domain
Users are prevented From making ac. ..
Group far the Help and Support Cenker
Members in the group have the requ. ..
Members in the group have the requ. ..
Members in the group have the requ. ..

Select Users, Computers, Service Accounts, or Groups

Select thiz object type:

3. Right-click Administrators and select Add to Group.
4. Click Add to add the newly created service account as administrator.

K E

IU&erS, Service Accounts, or Groups

From this location:

Object Types...

Iplismmail.con‘]

Enter the object names to select [examples):

Locations...

Li*fang [Li Wwat

Advanced... |

rigmmil. com

FEb

Check Mames

o]

Cancel

4

5. Enter the newly created partial or full username in the Enter the object name to select the field and click
the Check Names button to locate all matching or similar usernames present in the given location.

6. Once you get the desired username in the Enter the object name to select box, click OK. The service
account name appears in the Members list of Administrators Properties.

© Copyright Logcollect. All Rights Reserved.
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Administrators Properties

General |
% Adminiztrators
Description: Administrators have complete and unrestricted access
ta the computer/damain
tdembers:

B Adrmiriistrator
$2 PRISMMAILLD

b 5-1-5-21-303365541-1342580562-27 3030777 3-1433

Changes to a uzer's group memberzhip
Add... | Remaove are hot effective until the next time the
uzer logs on.

QK I Cancel | Apply | Help |

7. Click Apply and click OK.

On the Agent system change the login credentials of the Logcollect agent service to the created service
account and restart the Agent service.

In the agent system, click Start, and click Run.

Enter Services. msc and click OK.

In the Services window, locate EventTracker Agent.

Right-click EventTracker Agent and click Properties. (Need to change this when we change the service name)

el

Services (Local)

EventTracker Agent Marne 4 | Description | Status
Cryptographic Services Provides th... Started
Stop the service 43 DCOM Server Process Launcher Provides la... Started
Restart the service 88 DHCP Client Registers ... Started
%Distributed Filz Systemn Integrates ...
%Distributed Link. Tracking Client Enables cli...  Started
%Distributed Link Tracking Server Enables th...
%Distributed Transaction Coordinator Coordinate... Started
%DNS Clignt Resolves a...  Started

Collects, st... Started
Enables ev... Started
Started

%Error Repory

%Event Log m

‘EventTracker Agent

i File Replication Start Allows Files. ..
%Help and Support Stop Enables He... Started
B HTTP 551 Fause This servic.,.  Started
By Human Interface Device  ResUME Enables ge...
115 Admin Service Restart Enables thi... Started
%IMAPI ZD-Burning <O0M all Tasks » Manages C...
%Indexing Service _— Indexes ca...
%Intersme Messaging Refresh Enables me...
%IPSEC Services Provides e...  Started
%Kerberos Key Diskributio on domain ...
%Kiwi Syslog Server Help Kiwi Syslog...  Started
% license Loaaina Monitors a...

© Copyright Logcollect. All Rights Reserved. 16
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5. Click the Log on tab and select This account option.
6. Enter the newly created account name in the domain controller, enter the password, and confirm the
password.
Select User or Service Account ]

Select thiz object type:

IUser ar Service Account Object Types...

Fram thiz lacation:

Iprismmail.com Locations...

Enter the object name to zelect [exarmples):
Liwang [Li wang@Eprismnail, cor]] Check Mames

44

Advanced... | Ok I Cancel
4

7. Enter the newly created partial or full username in the Enter the object name to select box and click the
Check Names button to locate all matching or similar usernames present in the given location.

8. Once you get the desired username in the Enter the object name to select box, click OK.

9. Click Apply and click OK. You will get a confirmation message as shown below:

. The account Li_Wang@prismmail.com has been granted the Log
__l; on As A Service right,

10. Click OK. The Information dialog box prompts you to stop and restart the services to activate the new

login name.
The new logon name will not take effect until vou stop and reskart
% the service,
11. Click OK.

12. Stop and then restart the EventTracker Agent service. (Need to change this when we change the service name)
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services (Local)

EventTracker Agent m o | Descripkion | Status | Starkup Type | Log On As | :l
£ Credential Manager Provides s... Manual Local System
Stop the service »Q;Cryptographic Services Pravides fa... Started Aukamatic Metwark Service
Restart the service ».‘.‘;:).;DCOM Server Process Launcher The DCOM...  Started Autormatic Local Systerm
-;‘.E;_‘;Desktop “Window Manager Session Manager Provides D..,  Started Automatic Local System
».f."-,:)_;DHCP Client Registers a..,  Started Automatic Local Service
».‘.‘;')_;Diagnostic Policy Service The Diagno...  Started Aukomatic ... Local Service
».‘.E:?_;Diagnostic Service Host The Diagno... Manual Local Service
».f.“{)_;Diagnostic System Host The Diagno... Manual Local Systern
-{.‘{)_;Disk Defragmenter Provides Di... Manual Local System
».‘.E:?_;Distributed Link Tracking Client Maintains li...  Started Automatic Local System
».‘.E:)_;Distributed Transackion Coordinator Coordinate...  Started Automatic ... Metwork Service i
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© Copyright Logcollect. All Rights Reserved. 18



a0

COLLECT

About Logcollect

Logcollect is a software-only telemetry pipeline which supports the collection, enrichment, transformation and
routing of security data from sources to multiple destinations. It is targeted to security operations that are
struggling with distributing large volumes of disparate data, high operational costs, alert fatigue and missed
threats. It is available as a software license or hosted in AWS. It is backed by a team that has extensive
experience with security logging, SIEM and regulatory compliance. Collect once, analyze everywhere.

Headquartered in Ft. Lauderdale, FL, Logcollect is a leader in Log Collection. Learn more at www.Logcollect.com.

Contact Us

Corporate Headquarters

Prism Microsystems
920 NE 17th Way
Fort Lauderdale, FL 33304

https://www.Logcollect.com/support
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