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Abstract

This document describes the security audit policy settings available in Windows Server 2008 onwards, Windows 7
onwards, and audit events that they generate.

These settings allow selecting only the behavior you want to monitor and excludes audit results for other
behaviors. In addition, security audit policies can be applied by using domain group policy, audit policy settings
can be modified, tested, and deployed to selected users and groups.

Refer to Windows Advanced Audit Policy Configuration to know more about Windows Advanced Audit Policy
Configuration.

Scope

The configuration details in this guide are consistent with Logcollect 9.4 or later.

Audience

Logcollect users responsible for investigating and managing network security.
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1 Account Logon

Account Logon
Audit Credential Validation
Kerberos Authentication Service
Account Logon-Audit Kerberos Service Ticket Operations

Audit Other Account Logon Events

2  Account Management

Account Management
Application Group Management
Computer Account Management
Distribution Group Management
Audit Other Account Management Events
Security Group Management

User Account Management

3  Detailed Tracking

Detailed Tracking
DPAPI Activity
Process Creation
Process Termination

RPC Events
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4 DS Access

DS Access
Detailed Directory Service Replication Disable Disable
Directory Service Access Enable Enable
Directory Service Changes Enable Enable
Directory Service Replication Disable Disable
5 Logon / Logoff
Logon / Logoff
Account Lockout Enable Enable
IPsec Extended Mode Disable Disable
IPsec Main Mode Disable Disable
IPsec Quick Mode Disable Disable
Account Logoff Enable Enable
Account Logon Enable Enable
Network Policy Server (NPS) Enable Enable
Other Logon/Logoff Events Enable Enable
Special Logon Enable Enable
6 Object Access
Object Access
Application Generated Enable Enable
Certification Services Enable Enable
Detailed File Share Disable Disable
File Share Enable Enable
File System Enable Enable
Filtering Platform Disable Disable
Filtering Platform Packet Drop Disable Disable
Handle Manipulation Disable Disable
Kernel Object Enable Enable
Other Object Access Events Optional* Optional *
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Object Access

Registry Enable Enable

SAM-Security Accounts Manager Disable Disable

*If you choose to track Scheduled Tasks through auditing, you can turn this Audit Sub Category on.

6.1 Configuration

These are the recommended settings to optimize what is needed security-wise and to minimize the noise.

1. Select the folder or file you wish to audit. Right-click the folder, select Properties, and navigate to the
Security tab. Click the Advanced button.

2. Navigate to the Auditing tab and click the Add button. Provide values as given below:

=  Principal: “EveryOne”
= Type: “Success”
= Applies to: “THIS FOLDER and FILES” or “ THIS FOLDER, SUBFOLDERS and FILES”

3. Click Show advanced permissions and select only:

= Create files/write data

= Create folders/append data
=  Write extended attributes
= Delete

= Change permissions

= Take ownership to audit

4. Click OK.
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6.2 Recommended folders to audit

THIS FOLDER AND FILES ONLY THIS FOLDER,SUBFOLDERS AND FILES
Auditing of the subfolder(s) is not recommended C:\Boot
C:\Program Files C:\Perflogs
C:\Program Files\Internet Explorer Any Anti-Virus folder(s) used for quarantine, etc.
C:\Program Files\Common Files C:\Users\All Users\Microsoft\Windows\Start
C:\Program Files (x86) Menu\Programs\Startup
C:\Program Files (x86)\Common Files C:\Users\Public
C:\ProgramData C:\Users\*\AppData\Local
C:\Windows C:\Users\*\AppData\LocalLow
C:\Windows\System32 C:\Users\*\AppData\Roaming
C:\Windows\System32\Drivers C:\Windows\Scripts
C:\Windows\System32\Drivers\etc C:\Windows\System
C:\Windows\System32\Sysprep C:\Windows\System32\GroupPolicy\Machine\
C:\Windows\System32\wbem Scripts
C:\Windows\System32\WindowsPoweShell\v1.0 C:\Windows\System32\GroupPolicy\User\ Scripts
C\Windows\Web C:\Windows\System32\Repl (only on servers)
C:\Windows\SysWOWe64

C:\Windows\SysWOW&64\Drivers
C:\Windows\SysWOWe64\wbem
C:\Windows\SysWOW64\WindowsPowerShell\v1.0

Files are often added or changed by hackers and malware. By auditing key file and folder locations, any
additions or changes made by an attacker can be captured in the logs, which is beneficial for alerting and
forensics.
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6.3 Excluded folders from Auditing
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After setting auditing on the parent folder, remove auditing from these folders to reduce the noise events.

THIS FOLDER AND FILES ONLY

C:\ProgramData\Microsoft\RAC\Temp

C:\ProgramData\Microsoft\RAC\PublishedData\Ra
cWmiDatabase.sdf

C:\ProgramData\Microsoft\RAC\StateData\RacDat
abase.sdf

C:\ProgramData\<Anti-Virus>\CommonFramework
Insert your AV folder(s)

C:\ProgramData\Microsoft\Search\Data\Applicatio
ns\Windows\MSS.chk

C:\ProgramData\Microsoft\Search\Data\Applicatio
ns\Windows\MSS.log

C:\ProgramData\Microsoft\Windows\WER\Temp\
C:\ProgramData\Microsoft\Diagnosis

C:\Users\*\AppData\Local\GDIPFONTCACHEV1.DA
T

C:\Users\*\AppData\Local\Google\Chrome\User
Data

THIS FOLDER,SUBFOLDERS AND FILES

C:\Users\*\AppData\Local\Microsoft\Windows\Ex
plorer\thumbcache *

C:\Users\*\AppData\Local\Microsoft\Windows\Te
mporary Internet Files\Content.IE5

C:\Users\*\AppData\Local\Microsoft\Office
C:\Users\*\AppData\Local\Microsoft\Outlook

C:\Users\*\AppData\Local\Microsoft\Windows\Po
werShell\CommandAnalysis

C:\Users\*\AppData\Local\Microsoft\Mozilla\Firef
ox\Profiles

C:\Users\*\AppData\LocalLow\Microsoft\Cryptnet
UrlCache

C:\Users\*\AppData\Roaming\Microsoft\Excel

C:\Windows\SysWOW&64\config\systemprofile\Ap
pData\LocalLow\Microsoft\ CryptnetUriCache

Any other folder which might result in generating large noise events.
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6.4 Visualization

Changes to the monitored folder/file results in the generation of a security log with Event ID 4663 that contains
the change details. Using this event, you can generate alert or visualize the data through dashboards and

reports.
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7  Policy Change
Policy Change

Audit Policy Change Enable Enable
Authentication Policy Change Enable Enable
Authorization Policy Change Enable Enable
Filtering Platform Policy Change Disable Disable
MPSSVC Rule-Level Policy Change Disable Disable
Other Policy Change Events Disable Enable
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8  Privilege Use

Privilege Use

Non-Sensitive Privilege Use Enable Enable
Sensitive Privilege Use Enable Enable
Other Privilege Use Events Enable Enable
9 System
System
IPSEC Driver Disable Disable
Other System Events Disable Disable
Security State Change Enable Enable
Security System Extension Enable Enable
Security System Integrity Enable Enable

10 Global Object Access Auditing

Global Object Access Auditing
Registry (GOAA) Optional Optional
File System (GOAA) Optional Optional
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About Logcollect

Logcollect is a software-only telemetry pipeline which supports the collection, enrichment, transformation and
routing of security data from sources to multiple destinations. It is targeted to security operations that are
struggling with distributing large volumes of disparate data, high operational costs, alert fatigue and missed
threats. It is available as a software license or hosted in AWS. It is backed by a team that has extensive experience
with security logging, SIEM and regulatory compliance. Collect once, analyze everywhere.

Headquartered in Ft. Lauderdale, FL, Logcollect is a leader in Log Collection. Learn more at www.Logcollect.com.

Contact Us

Corporate Headquarters

Prism Microsystems
920 NE 17th Way
Fort Lauderdale, FL 33304

https://www.Logcollect.com/support
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